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What is FOSSBazaar?

—
RS azaar | tome | vews | Forums | 8logs | Resources | about us
License Compliance
i Are you looking for topics related to open source license i
AT | ) . . . /| § g e
What's Hot! compliance issues? If so, you've come to the right place. Listed " . Members 10!?111 here .
2 Frequently Asked below are a set of resources to help you come up to speed, /’r Lsatname:; l—i-_-;l
Questions including bath articles and relevant forum discussions. , Password: |
@ FOSS governance
fundamentals p—_ T Pgkiaiot Forgot password or usernama?
9 FOSSology = 7 7
2007 Cpen Source Think Tank - Executive Olliance 01/24/2008 - Nota Member?
Surmary Group 09:27 Click here to join!
1 B Box D | d M Multimedi ; 11/08/2007 -
TO])ICS usyBox gve.opers an Dhsoon ultimedia Bhil Robb /08/
X Agree to Dismiss GPL Lawsuit 1815
9 Getting started
Free Software Foundation Has Just Published a . 11/08/2007 -
@ Governance i : i Phil Robb /05, Navigate
maturity Quick Guide to GPLw3 22:14 ¢
) . . @
@ [piscues IP Management: Best Practices in Open Source Olliance 01/24/2008 - Recent Posts
: ; Touches All Areas of FOSSBazaar Interest Group 20:21 9 Generate RSS Feed
License compliance ¥ i o
i ine: i i = A ersonalized content
9 Lifecycle Linuxborld !\dagazme. Integrating Open Source in penkogic 01/16/2008 p
management the Enterprise 15:37
2 : 01/15/2008 -
. Qpen SELRES Open Source Best Practices Scorecard OpenlLogic 10-/:9/

A community to develop and share best practices for
Oopen source governance in the enterprise

FOSSBazaar is a Working Group of the Linux Foundation




Complex Software Sourcing

Yy ¢ = External sources of code
= Open source

= Qutsourcing

= Insourcing

= Undocumented reuse

\ = Software dependencies

%hixk
\A / = Dormant code
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Question 1 — Where Is the item being
exported?

Wassenaar Arrangement

— 40—countr_¥ agreement controlling export of weapons and of dual-use
goods (military and civil) like cryptography

United States Controls
— Under US Department of Commerce

= Bureau of Industry and Security, (B1S)
— Export Administration Regulations ("EAR")

BIS Key areas of concern:

— Terrorist supporting and embargoed countries:
= Cuba, Iran, North Korea, Sudan, Syria

— Terrorist organizations:
= Al Qaeda, Hamas, and others

— Denied Persons List, (DPL):
Maintained by the BIS - updated frequently

— China — specific export restrictions
— EU+ and Canada are less restricted

ITAR

Know Your Code.
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Documented Legal Actions

Northrop Grumman Neopoint
$400K civil penalty $95,000 civil penalty
China May Company

FMC Technologies _
Prison sentence

$610,000 civil penalty

Technical
DHL Integration Group
$9.4M civil penalty (TIGS)
LogicaCI\/IG Prison sentence
$50,000 criminal fine $1.1M fine
$90,000 administrative Realtek
penalty Semiconductor
$44,000 penalty
Two year denial of export privileges
- Know Your Code.




Defining Export

Common methods
= Shipping / postal mail

= Hand-carried

= Emalil
= Upload/download to internet site
= Conversation (technology)

= Transmit to foreign nationals in US

Per US Department of Commerce BIS

Know Your Code.
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Question 2 — What Is being exported?

ECCN 5D992

Cryptologic equipment, software for the development,
production or use of

Not covered by 5D002

Information security equipment, software for the
development, production or use of

Not covered by 5D002
Virus Protection Software (No Longer Covered)
NLR to all but Country Group E

ECCN 5D002

Information security software (unless decontrolled)
Encryption Software (unless decontrolled)

License Required to All Countries Except Canada

Unless a License Exception Applies (ENC, TSU, etc.)

Know Your Code.
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Commerce Control List - Index Supplement Mo, 1 to part 774 - Index 21

Description ECCN Citation
Imaging dEwiEm . ... o e e e e e e e G IR
Imaging device manufaciuring equipment amd SYSIEMUS . . _ - L ... L. L e e . iB99lb Maode
Image intensifier tubes & COMPONETIE . ... . L. e e BAMET
Image intensalier tubed, dirmed! vigw e P P o BATHIT ]
Image Trams ler edquipminl e P P Lo AB9R] BT
Imaging saméras . ... .. . e P e P P EA003 B
Imaging camerns wih fecal plan-. ammays of GADOIE. Y | e s GA00E b4
Imaging cameras with image imtensifiers of 6A002a. 23 . ... L e BADDE b2
Ima i Wi Em . . .. L e e e e e e e e e e e e e s BATDE b2
Imaging equipment. visible & infrared . ... . L e HA DR C
Imaging sensars, moltspectral amd monespesieal L. P e P P EAN0T B
Imaging @vilems, underwater clectroms ... ... ... .. P L P [ RADDI. T
Immarbalization pians and projedhles P P e [ e OABES
Imumiriesins and vaegings ... s essaana P essaa Sl EES B4 I ESSA TR EEE A4 E 0 L
Impregnated cathodes for electromic :uh..:: .......................................... B 1 L
lmprim lihography eqUIPEERT . .. oo L e e e e e e v JBOODLEZ
Improvised explosive devices (specially designed or medified disposal eguipment | compoments, ond occessoriesh ... .. ... .. 1A
IMU platform balamce BIXIWEE .. oL Lo L e e . THOGS, TRLO]
IM T platlarm lester . e P P . TBROO3, TEIO]
IMT aeable clement ||.|rr:]||l1|.||':|url. e e [ . TBOO3, TEIO]
I imerators designid o destroy the ¢ ||l.rn|-'.al|s contrelled by Il'."'-.'il.l ..... R e e IRIEG
Inddepemdent (aied power gy alems amderwalor © . o0 oL oo P [ EAMII
Indicator beads designed’'modified for use with balancing rILI.|:|'I|III|.:i mIBLI9a e BI1%.b
Indium orgamo-metallic COMPOUTIS . . L L e e e e e e e LM
Indium OV compounds sabstmmtes oo oL L e C00].c
Induction coil MABNEIBMEEIETE . . . L . L L Lot e i et ettt m e e bt e e e e e e e HA DI C
Indductian Murnace, conlralled environmen! et gas .. P L P [ IB1Zh
Indluction Turnace, Yagumm . ..o i sii i ssEaE i T T IB226
Indduwctively cowpled plagma mass hrl-l.l.l.rl.lun.ll.rsll'l'.l:' MEI oL P [ AR a
Indinsimial process sonlrol Bardware/syaleoms dedipied Tor power mdusbries | e e e TE%99. ¢
Indusirial process control hardware/systems designed for power industiries c-.'ulltrull-td I.'-:.- lB':I*.W software for - . ... ..o 10599 a
Imert gos environment induction TOMMECES . . . .. L L L e e e EIA
Iperiial Measurement Equipment for Azimuth., Heading, or True Morh determinaiion, and specially designed

componenls e redmr L e e e e e e e e TAD . C
It rial snea suremenl equipmem | P P P P TaHIE
Imrl|.||11|L-.l:-||rL|||n.||luulllu'll.:'lf"«'IL |||-.1llull.l ..... P essaa P eRsaa . "'"'nl.Hl"- TROO3, TRIN]
Issertial mav i lson, svelems/ cquipmenticompenenls | . . P e [ e TAIDR &
It rtial sy g ron, A Elems/ cquipmept’'compenemls | . . P e P P TaHIT
Iz rtinl mavigation swsiems not controlled by TADIS or TATBE L. o L e TG
Ineriial mavigaiion sysiem sofiware, somrce code .. ... oL e TIMHEE
Imerrinl meferemee Systems (B R . . L e e e e e e TADNY ¢
Imertial semsors, optical flher . .. L e .. BADDD. A 3a
Infatable baats amd companenlts | . e P - T AT



Question 3 — Is the item controlled?

D. SOFTWARE

SDO02 “Software™ as follows (see List of [tems
Controlled).

License Requirements

Reason for Control: NS, AT, El

Cantrolfs) Cauntry Chart
NS applies to entire entry NS Column |
AT applies to entire entry AT Column |1

El applies to “software™ in 5D002.a or c.] for

Decembier 11, 20009

Source: BIS Category 5 (Part 2) - Information Security

-, Know Your Code.



Question 4 — Where Is It going?

Commerce Controel List Overview and the Country Chart Supplement No. 1 to Part T38—page 1

Commerce Country Chart

Reason for Control

Chemical & Bizlogioal Muclaar Matiznal Missila Raglenal Flraarms Crima Aritl-

Countries Weapons Monprollteratlon Baourity Tech Stability Canventlan Contral Terrorism
;] =] =] NP MNP S NS MT RS RS FC L Cc 4= AT AT
i F 3 i ] i 2 i i ] i i H 3 i Fi

Afghanistan X| x| x x| x X X | x X X

Albania”* X | X X X | x X X

Algeria X | X X x| x X X | x X X

Andarra X | X X X | x X X | x X X

Angola X | X X x| x X X | x X X

Antigua & Barbuda X | X X x| x X X | x X X X

Argentina X X | x X x| x X X X

Armenia x| x| x X x| x X X | x X | X

Aruba X | X x| x X x| x X X

Australia’ % x X %

Austria™* X X X X | x X X

Azerbaijan X | x| x X X | x X X | x X | X

Bahamas, The X | X X x| x X X | x X X X

Bahrain X | x| x X X | x X X | x X

Source: BIS Supplement No. 1 to Part 738, Commerce Country Chart

-, Know Your Code.



Question 5 — Who will recelve the item?

(‘Lﬁt

Commercial
enterprise

Government
Individual

Organization

= Denied Person’s List

Name

A. ROSENTHAL (PTY) LTD.
A. ROSENTHAL (PTY) LTD.
ACE, IAN

ADT ANALOG AND DIGITAL TECHNIK

AGNESE, ANDREE
AGNESE, HELENE
AGNESE, SABA

AHMAD, TARIQ

AHMED, TARIQ

AHMED, YASMIN

AHUJA, AJAY

AL KAYALI CORPORATION
AL KAYALI, MAYSOON

AL KAYALI, MAYSOON

AL NASSER, ABDULAH

AL NASSER, ABDULAH

AL NASSER, ABDULLAH
ALEX GOH

ALEXANYAN, VLADIMIR

ALL PORTS, INCORPORATED

ALLWAYS, INC.
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Question 6 — How will the item be used?

Controlled
= Nuclear, chemical, and biological weapons,

* Related systems

— Missile delivery systems
— Certain rocket systems

= Unmanned air vehicles
— In destinations listed in Part 744 of the regulations.

See License Exceptions...

Know Your Code.
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Question 7 — Does the software have
encryption content?

Yes, but...
= Fixed crytography

— See if more sensitive CCL restrictions apply

= Limited crypto functionality
— Access control, authentication except communications

= Decontrolled crypto functionality
= Weak cryptography

5D992 (SW) without BIS notification or review

Know Your Code.
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Question 8 - Is the software publicly

avallable?

* Publicly available
software

— Cost of reproduction
or

— Freely downloadable

= Notification to BIS
and NSA

— http://www.bis.doc.gov/encryption/pubavailencsourcecodenof
ify.html

= Examples

= Commercial use of
0SS

Handling Cryptography within an
ASF Release

Purpose and Intended Audience

This page provides PMC members with the information they need to ensure U.S. export control laws are
satisfied for ASF product distributions that contain or are "specially designed" to use cryptography.

This page is not intended for users of Apache products. Users should consult the export control status
of our products.

Overview

The U.S. Government places restrictions on the export of some types of software, such as software
employing cryptographic functions. Fortunately, the TSU exception to these restrictions, EAR 740.13(g),
applies to cryptography of concern to the ASF.

PMCs considering including cryptographic functionality within their products or specially designing their
products to use other software with cryptographic functionality should take the following steps before placing
such code on any ASF server, including commits to subversion:

1. Check the Export Control Classification Number (ECCN).

2. Update the Exports Page with Source Links.

3. Notify the U.S. Government of the new code.

4. Inform users with a crypto notice in the distribution's README and download pages.

Source: http://www.apache.org/dev/crypto.html

-, Know Your Code.




Encryption Algorithms in OSS

= 14,000 projects = ~4,000 require BIS
contain encryption filing

Algorithm Yo Type Encryption Only u Ove r 3 , 9 OO p rOj e Ct S

RSA 13% Asymmetric . .

DSA 9%  Signature - e q uire review
DES 9%  Symmetric

MD5 8% Hash

SHA 8% Hash % = OSS prOj ects may

Blowfish 6%  Symmetric

Diffie-Hellman & 6% Keyman u S e I i Ce n S e

HMAC 5% Mac -
ElGamal 5%  Asymmetric
AES 5%  Symmetric exce ptl O n TS U
Sub Total 74%
Other 26%
Total 100%

Source: Black Duck KnowledgeBase, October 2009

-, Know Your Code.




Question 9 — How strong iIs the encryption?

= Weak encryption

* 56-bit or Less Symmetrical

* 64-bit or Less Symmetrical and “Mass Market”
« 512-bit or Less Asymmetrical

« 112-bit or Less Elliptic Curve

= Semi-strong

* 80-bit or Less Symmetrical
» 1024-bit or Less Asymmetrical
» 160-bit or Less Elliptic Curve

= Strong

—File for license, review, notification or classification

= Remove crypto?

Know Your Code.
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Question 10 — Can an exception be used?

= Specific functions or “ancillary encryption”
= Foreign products

= US Subsidiary

= “License Free Zone” Companies

= “Mass market”

= Others

Know Your Code.
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Recommended process for compliance

= Written policies / procedures
— Training and tools

= Bill-of-Materials

— Code audit
— Discovery of open source (and other external) software

= Inbound approval process
= Outbound approval process
= BIS notifications/filings

= Record keeping

Know Your Code.
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Export

Encryption Compliance Management

* Find cryptographic code embedded in complex
software

= Improve compliance with export and other
government regulations

= Streamline compliance processes

Export . .
B Ol KnowledgeBase “ ‘
oo O 5
Report

Compliance

-, Know Your Code.



Resources

Webinar

How to Comply with Current U.S. Encryption Export
Controls

Unlocking Software Export Classifications

White Papers
Software Encryption Export Considerations
A Guide to Software Encryption Export Compliance

Black Duck Export Product Page

Export and Reexport Compliance Guide
Available from Black Duck

Know Your Code.
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Questions and Answers

Please type your guestion into the chat box
(right side)

= For more information
— Eran Strod - estrod@blackducksoftware.com

— To learn more about Black Duck Export - Encryption Export
Compliance Management:

www.blackducksoftware.com/export
or send email to:

info@blackducksoftware.com
— To follow up with FossBazaar:

feedback@fossbazaar.orq

Know Your Code.
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Until next time....



