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What is FOSSBazaar?

FOSSBazaar is a Working Group of the Linux Foundation 

A community to develop and share best practices for 
open source governance in the enterprise
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Complex Software Sourcing

External sources of code

Open source

Outsourcing

Insourcing

Undocumented reuse

Software dependencies

Dormant code
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Mixed Code Risks

Loss of 
Intellectual 
Property

Export 
Regulations Injunctions

Security 
Vulnerabilities

Software 
Defects

License 
Rights and 
Restrictions

Contractual 
Obligations

Escalating 
Support 
Costs
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Question 1 – Where is the item being 
exported?

Wassenaar Arrangement
– 40-country agreement controlling export of weapons and of dual-use 

goods (military and civil) like cryptography

United States Controls
– Under US Department of Commerce

Bureau of Industry and Security, (BIS)
– Export Administration Regulations ("EAR")

BIS Key areas of concern:
– Terrorist supporting and embargoed countries:

Cuba, Iran, North Korea, Sudan, Syria
– Terrorist organizations:

Al Qaeda, Hamas, and others
– Denied Persons List, (DPL):

Maintained by the BIS - updated frequently
– China – specific export restrictions 
– EU+ and Canada are less restricted

ITAR
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Documented Legal Actions

Northrop Grumman
– $400K civil penalty

FMC Technologies
– $610,000 civil penalty

DHL
– $9.4M civil penalty

LogicaCMG
– $50,000 criminal fine
– $90,000 administrative 

penalty

– Neopoint
$95,000 civil penalty

– China May Company
Prison sentence

– Technical 
Integration Group 
(TIGS)

Prison sentence
$1.1M fine

– Realtek 
Semiconductor

$44,000 penalty
Two year denial of export privileges
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Defining Export

Common methods

Shipping / postal mail

Hand-carried

Email

Upload/download to internet site

Conversation (technology)

Transmit to foreign nationals in US

Per US Department of Commerce BIS
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Question 2 – What is being exported?

ECCN 5D992
Cryptologic equipment, software for the development, 
production or use of 
– Not covered by 5D002

Information security equipment, software for the 
development, production or use of
– Not covered by 5D002

Virus Protection Software (No Longer Covered)
NLR to all but Country Group E

ECCN 5D002
Information security software (unless decontrolled)
Encryption Software (unless decontrolled)

– License Required to All Countries Except Canada
– Unless a License Exception Applies (ENC, TSU, etc.)



Copyright © 2010 Black Duck Software, Inc.  All Rights Reserved.



Copyright © 2010 Black Duck Software, Inc.  All Rights Reserved.

Question 3 – Is the item controlled?

Source: BIS Category 5 (Part 2) - Information Security 
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Question 4 – Where is it going?

Source: BIS Supplement No. 1 to Part 738, Commerce Country Chart
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Question 5 – Who will receive the item?

Commercial 
enterprise

Government

Individual

Organization

Denied Person’s List
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Question 6 – How will the item be used?

Controlled

Nuclear, chemical, and biological weapons,

Related systems
– Missile delivery systems 
– Certain rocket systems

Unmanned air vehicles
– in destinations listed in Part 744 of the regulations.

See License Exceptions…
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Question 7 – Does the software have 
encryption content?

Yes, but…

Fixed crytography
– See if more sensitive CCL restrictions apply

Limited crypto functionality
– Access control, authentication except communications

Decontrolled crypto functionality

Weak cryptography

5D992 (SW) without BIS notification or review
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Question 8 - Is the software publicly 
available?

Publicly available 
software
– Cost of reproduction 

or
– Freely downloadable

Notification to BIS 
and NSA

– http://www.bis.doc.gov/encryption/pubavailencsourcecodenof
ify.html

Examples

Commercial use of 
OSS

Source: http://www.apache.org/dev/crypto.html
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Encryption Algorithms in OSS

14,000 projects 
contain encryption

~4,000 require BIS 
filing

Over 3,900 projects 
require review

OSS projects may 
use license 
exception TSU

Source: Black Duck KnowledgeBase, October 2009
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Question 9 – How strong is the encryption?

Weak encryption
• 56-bit or Less Symmetrical
• 64-bit or Less Symmetrical and “Mass Market”
• 512-bit or Less Asymmetrical
• 112-bit or Less Elliptic Curve

Semi-strong
• 80-bit or Less Symmetrical
• 1024-bit or Less Asymmetrical
• 160-bit or Less Elliptic Curve 

Strong
–File for license, review, notification or classification

Remove crypto?
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Question 10 – Can an exception be used?

Specific functions or “ancillary encryption”

Foreign products

US Subsidiary

“License Free Zone” Companies 

“Mass market”

Others
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Recommended process for compliance

Written policies / procedures
– Training and tools

Bill-of-Materials
– Code audit
– Discovery of open source (and other external) software

Inbound approval process

Outbound approval process

BIS notifications/filings

Record keeping
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Find cryptographic code embedded in complex 
software 

Improve compliance with export and other 
government regulations 

Streamline compliance processes

KnowledgeBase

Developers

Compliance

Report

Encryption Compliance Management
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Resources

Webinar
– How to Comply with Current U.S. Encryption Export 

Controls 
– Unlocking Software Export Classifications
– www.blackducksoftware.com/resources

White Papers
– Software Encryption Export Considerations
– A Guide to Software Encryption Export Compliance

Black Duck Export Product Page
– www.blackducksoftware.com/export

Export and Reexport Compliance Guide
– Available from Black Duck
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Questions and Answers

Please type your question into the chat box
(right side)

For more information
– Eran Strod - estrod@blackducksoftware.com

– To learn more about Black Duck Export - Encryption Export 
Compliance Management:

www.blackducksoftware.com/export

or send email to:
info@blackducksoftware.com

– To follow up with FossBazaar:

feedback@fossbazaar.org



Thank You For 
Attending

Until next time….
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